
F A C T    S H E E T 
Sup Peskin “Stop Secret Surveillance Ordinance” & Facial Recognition Ban 

 
DESCRIPTION OF THE ORDINANCE: 
The “Stop Secret Surveillance Ordinance” is an implementation vehicle of Supervisor 
Peskin’s “Privacy First Policy” (Proposition B) which overwhelmingly passed in 
November 2018, and would require a Department to seek Board of Supervisors’ 
approval, by ordinance, of a Surveillance Use Policy prior to: 

 Seeking funds for Surveillance Technology; 
 Acquiring or borrowing new Surveillance Technology; 
 Using new or existing Surveillance Technology for a purpose, in a manner, or in a 

location not already set forth in a Surveillance Use Policy; or 
 Entering into an agreement with a non-City entity to acquire, share or otherwise 

use Surveillance Technology. 
 
Facial Recognition Surveillance Ban: The “Stop Secret Surveillance Ordinance” would 
also ban any Department from obtaining, accessing or using any Facial Recognition 
Technology. 
 
Standard for Board of Supervisors Approval (Cost-Benefit Analysis): The Board of 
Supervisors may only approve a Surveillance Technology if it determines that:  

 the benefits of the Surveillance Technology outweigh the costs;  

 that civil liberties and civil rights will be safeguarded;  

 and that use of the Surveillance Technology will not have a disparate impact on 
any community or group.  

 
Annual Audit by the Controller’s Office: The Ordinance would also require an annual 
audit of the Surveillance Technology, including review of:  

(1) whether the subject Department has been operating in compliance with an 
approved Surveillance Technology Policy;  

(2) whether the subject Department has completed an Annual Surveillance 
Report; and  

(3) the total cost of the Surveillance Technology to the Department. 
 
The Ordinance includes a 120-day Compliance Window for existing Surveillance 
Technology, which may be extended by up to 90 days.  
 
 
 
 
 
 
 



DEFINITIONS: 
“Surveillance Technology” includes “any software, electronic device, system utilizing an 
electronic device, or similar device used, designed, or primarily intended to collect, 
retain, process, or share audio, electronic, visual, location, thermal, biometric, olfactory 
or similar information specifically associated with, or capable of being associated with, 
any individual or group.” 
 
“Surveillance Technology” does not include: 

 Office hardware,  
 City databases that contain information kept in the ordinary course of business 

(i.g., payroll, accounting, or fiscal databases) 
 Infrastructure and mechanical control systems (e.g., those that control street 

lights, water or sewer functions) 
 Manually-operated technology devices used for City and department 

communications (e.g., radios, personal communication devices, email systems, 
non-wearable handheld camers) 

 Surveillance devices that cannot record or transmit audio or video or be 
remotely accessed; 

 Parking ticket devices; 
 Police department interview rooms or internal security audio/video recording 

systems; or 
 Police department CAD, records/case management, Live Scan, booking, DMV 

systems, 9-1-1 and related dispatch or emergency services systems. 
 
An “Annual Surveillance Report” must include: 

 A description of how the Surveillance Technology was used; 
 Whether and how often data was shared with outside entities, including the 

name of any recipient entities, the type(s) of data disclosed, under what legal 
standard(s) the data was disclosed, and any other justification for the 
disclosure(s); 

 A summary of community complaints about the Surveillance Technology; 
 Aggregate information about any violations of the Surveillance Technology Policy 

and steps taken in response; 
 Information, including crime statistics, which may help the Board assess whether 

the Surveillance Technology was effective at achieving its identified purpose; 
 Any Public Records Act requests related to the Surveillance Technology; 
 Total annual cost of the Surveillance Technology;  
 Any requested modifications to the Surveillance Technology Policy and the basis 

for any requested modification; and 
 A general breakdown of any physical objects (i.e., hardware) that the 

Surveillance Technology was applied to, or, in the case of Surveillance 
Technology software, any data sets to which the software was applied. 

 
 



A “Surveillance Impact Report” must include: 
 Information describing how the Surveillance Technology works; 
 The proposed purpose of the Surveillance Technology; 
 Any locations where the Surveillance Technology is proposed to be deployed, 

and any crime statistics for those locations; 
 An assessment of the potential impact on civil liberties and civil rights, and any 

plans to safeguard the rights of the public; 
 The fiscal cost of the Surveillance Technology, including the initial purchase 

costs, personnel and other ongoing costs, and any current or potential sources of 
funding; 

 Whether use or maintenance of the Surveillance Technology will require data to 
be handled or used by any third-party vendor; and 

 A summary of any experience the Department has with the subject Surveillance 
Technology, including unanticipated costs, or civil rights or civil liberties abuses. 

 
A “Surveillance Technology Policy” shall include: 

 A description of the Surveillance Technology, including the data that might be 
collected by the Surveillance Technology; 

 The purpose of the Surveillance Technology, including authorized uses and uses 
that are expressly prohibited; 

 A description of the data formats; 
 Specific categories of individuals authorized to access information collected by 

the Surveillance Technology, including circumstances in which access or use is 
allowed; 

 Safeguards to prevent unauthorized access; 
 Retention schedule for information collected by the Surveillance Technology; 
 How information may be accessed by members of the public, including by 

criminal defendants; 
 The training required for any individual authorized to access information; 
 Steps that will be taken to ensure compliance with the Surveillance Technology 

Policy; 
 What procedures will be put in place for members of the public to register 

complaints or concerns. 


